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Dear Reader
At the outset, CySI wishes all Indian readers a Happy Independence Day!

| am happy to share with you the current issue of eSecure, the Newsletter
from Cyber Society of India (CySl).

Adhering to the recent decision made by CySl Executive Committee, the
newsletter has changed its periodicity from monthly to alternate month and
this issue being released in August 2014 is the first of its kind, following our
June'l4 issue.

In our endeavor to provide more materials of topical interest to our readers,
we constantly work towards improvements in content and look and feel,
closely in that order. The Editorial Board is pleased to share with you the
first of such initiatives in publishing an article from an eminent Cyber
security expert Shri Vijayakumar, as the Guest column.

We are also working on getting the ideas of senior professionals and
practitioners of cyber security through an interview and the same is on
cards for future issues of this Newsletter.

So far, we have been restricting the length of our articles to the needs of a
particular month's page. Not wanting to deprive our readers of unrestricted
material on interest, we have decided to share even longer articles in
multiple parts, spanning over successive issues.

Months of June and August saw some hectic and interesting happening in
our CySl world. There were some awareness sessions and workshops
conducted for educational institutions and also an exciting visit by a Cyber
expert Mr. Richard Marshall from U.S, who shared his valuable experiences
with our members.

We have more exciting plans and are working feverishly to bring interesting
columns. Please keep pace with our changes and continue to support us
with your valuable ideas.

Enjoy reading this issue and as usual, share with us your feed-back

Kapaleeswaran, V- mail2kapali@gmail.com
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e Desk of Cydsl Presiden

It was recently reported that a senior political leader has accused the government of breaking the law by its
official use of Twitter and Facebook. Appearing before Delhi high court, in a PIL filed by him earlier, he has
charged that the government was violating the Public Records Act by relying on social media websites that
have foreign servers.

In fact, the whole issue has wider ramifications. Most of the MNCs, software companies and IT majors
including some Indian firms too have their servers located abroad, in the US or elsewhere. This provides
them a technological benefit, ensuring 24 x 7 availability, network facility, outsourced maintenance etc.
Besides the physical access to data and servers, it is also the logical or network access to such data which
should cause concern.

Sometimes, besides the use of Twitter and Facebook, the government officials reportedly use Gmail and
Yahoo! and such public mails (as against the nic or gov which are the government’s own mail
servers). Aren’t the data in these mails more exposed to the risk of the possibility of unauthorized access at
the server level?

The issue is still much larger. Almost all our systems are on Windows in some variants and versions, which
anyway is not Indian. Most of our network equipment, network operating systems, most of the anti-virus
are not Indian. Patches and upgrades in these operating systems which are basically software programs, are
frequently downloaded. During such upgrades or patch-uploading, security experts fear that it is always
technologically possible to access the data contained in these servers or computer systems. One could only
wish sincerely that no spying is done on such occasions!

No less a person than Dr. Abdul Kalam has spoken long back against such operating systems and software,
and encouraged our own India's operating system called BOSS (Bharat Operating Systems) which is
indigenous, developed by our own CDAC (Centre for Development of Advanced Computing). But neither
CDAC appears to be interested in marketing it nor are other stakeholders interested in encouraging its use.

Added to all these, is the legal interpretation of the dispute on "content providers vs service providers"
which is the subject matter of a writ filed in Delhi High Court by one Mr. Vinod Rai. In that petition, the
role and responsibility of around 20 such service providers are under discussion, when objectionable and
offensive material is transmitted through them. The firms contend that they are only service providers (like
providing mail service, communication service etc) and not the content providers.

Under these circumstances, there are these larger issues to be debated, discussed and maybe finally decided
by the Judiciary. We still have many more points to cause concern. Concerns and worries are part of human
life. In sum, back to the basics, know your limits, know the Dos and Don'ts, Be aware and browse cautiously.
While in the net, share only those views, which are general, not personal, the least offensive.

Enjoy reading......share your views and feedback!
I = V.Rajendran - venkrajen@yahoo.com

\ Updates

The Annual General Body meeting of CySI was held on the 27-June-2014 at the Cosmopolitan Club, Chennai.
With the President in the chair and a good amount of members present, the General Body conducted the
business as per agenda, smoothly.

The Secretary provided an account of the activities of CySI of the year through a report and the members
discussed the plans and further programmes for the ensuing year. The account submitted by the Treasurer
was passed unanimously and the meeting concluded with Dinner.
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umn by Mr. Vijayakumar Kumarappan

The author Mr. Vijayakumar Kumarappan is the Deputy General Manager —
Global Corporate Security in Tata Communications and has an overall experience
of 16 years including 12 years in Information Security and Cyber Forensics realm.

Vijayakumar holds many well recognized credentials namely CEH, CHFI, CVA, ITIL,
ISO 27001, ISO 22301 LA and SANS Lethal Forensicator Coin Holder.

He is a regular presenter at various security forums and also provides guest
lectures for Law enforcement, various leading Universities and colleges in India in
the area of Cyber Forensics and Information security.

Current scenario of Social Networking Sites:

Social networking is a global revolution, enabling around lots of people worldwide to stay in touch with their
friends, share experiences and photographs and exchange personal content. In many ways, it has replaced
the telephone and email. Also, some of the social networking sites are valuable tools used by many
organizations and individuals to extend their contacts and deliver marketing messages.

The popularity of social networking sites continue to increase, especially among teenagers and young adults.
The nature of these sites introduces security risks, so one should take certain precautions.

Some of the Key Risks:

Disclosure of private information

Cyber-stalking

Access to age-inappropriate content.

Prosecution or recrimination from posting offensive or inappropriate comments.

Phishing emails allegedly from social networking sites, but actually encouraging you to visit
fraudulent or inappropriate websites.

e People hacking into or hijacking your account or page.

e \Viruses or spyware contained within message attachments or photographs.

How can users protect themselves and be safe on Social Networking Sites:

Users can overcome these risks and enjoy using social networking sites by following suggested security
guidelines:

e Remember that the internet is a public resource - Only post information you are comfortable with
anyone seeing. Consider all information and pictures you post as public!

e Be cautious of strangers - The internet makes it easy for people to misrepresent their identities and
motives

e Be skeptical - Don't believe everything you read online.

e Be careful installing third-party applications. Don’t install applications from sources you don’t trust.

e  Only accept friend requests from people you know directly.

e Read the privacy policy and terms of service carefully.

e Limit personal information you share.
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o Never post comments that are abusive or may cause offence to either individuals or groups of
society.

e Be aware of what friends post about you, or reply to your posts, particularly about your personal
details and activities.

e Remember that many companies routinely view current or prospective employees’ social
networking pages, so be careful about what you say, what pictures you post and your profile.

Vijayakumar Kumarappan - kmvijay@gmail.com

The question below may seem silly, but they carry lot of messages. These are meant for laymen and not
experts.

Question: | had, in my cell phone, some personal photographs
taken with my college friends during our Industrial tour. | recently
got a new cell phone after exchanging my old one but not before
deleting all the photos. Am | fully secured by this act of deletion?

Answer: Good and very relevant question. Cell-phone storage
M consists of the data stored in the SIM or the hand-set or the memory
(\00) card or all of these. The storage and retrieval technology in cell-
/) phones does not conform to any specific standard. In PCs and
'é servers, we just have mostly Windows or Unix or Linux as the O/s.
The operating systems in cell-phones are diverse and are not
standardized. Technologically, in cell phones, there is nothing like
deletion. Almost everything, which is ‘deleted’ in the operating
system of the cell phone handset, can be recovered by sophisticated and latest software. The technology or
the act of recovering the data from discarded pieces of hardware like cell-phones or surrendered hard-disks
etc is called 'Scavenging' and such data when used for cyber harassment or blackmailing etc become an
offence. Hence any cell-phone surrendered under buyback or lost, always exposes the owner to the risk of
data retrieval including photos or text or any other confidential even bank related information if any stored
in it. No one can predict how the surrendered instruments are going to be used and what recovery tools are
going to be run and how much data is going to be recovered from it. It would be always prudent NOT to
store any confidential information or personal data in cell-phones and never to surrender them under
buyback toot!

Picture courtesy: www.Google.com

Answers by Rajendran V venkrajen@yahoo.com
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ypber News across rne woric

Over one Billion Passwords stolen!

In a recent article by the New York Times, a Russian crime ring has hacked the credentials of 1.2 billion user
names and passwords, and amassed more than 500 million email addresses.

What's different about this type of hack is that it did not just target larger corporations; data was also taken
from small websites. The security breach was found by the Hold Company out of Milwaukee, which also
discovered the theft of millions of records from Adobe Systems. Other experts have examined Hold’s data
and have found it to be credible.

Read more at http://intouch-marketing.com/over-1-billion-passwords-taken-by-russian-hackers/

| 26 G2 GStt ATt anewleR@amiEdy Kl O1 SR
Welcome to 2014—you’ve been hacked.

Well, maybe you haven’t been yet. There are some people who have managed to avoid having one of their

online accounts compromised, but among regular Internet users, those people may be closer to the
exception than the rule.

Rarely a week goes by without news of an organization having its customer or employee data
compromised—either through a malicious attack, accidental disclosure, or new vulnerability found in a
security protocol. Even the government database containing information on all federal employees
was recently compromised by Chinese hackers. Virtually no one is truly immune.

For further reading, refer: http://news360.com/article/252187200

Google's poster on Cyber Safety

Here is a great poster assembled by Google which you can use in class with students. This post is made from
a set of archived images featuring 30 cyber security tips to share with your students. These tips were
generated last October. As you probably know October is a cyber security awareness month in which Google
shares tips to raise awareness about issues related to cyber security. All the tips share last October are

included in this poster.

Here is a quick round-up of the tips featured in the poster below

° Keep your account safer using two step verification
° Flag inappropriate content

° Learn how to remote wipe your device

o Lock your screens

o Secure your wifi

o Think before you share
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er News across rthe woria (conid.,

° Leave a virtual key under the mat

o Keep your software up-to-date

o Stop and look before downloading

o Learn how to decipher suspicious text or email
o Only install software from trusted sources

° Don't ignore online warnings

o Be an online sleuth

° Secure your router

o Run antivirus software

o Log out of public or shared computers

o Don't reuse your passwords

o Don't reply to suspicious messages

o Report spam, scams and phishing

o Don't send sensitive information by email

o Use a secure browser

o When you upload personal videos to YouTube always make sure you set them to private or unlisted

if you don't want others to see them.

o Get to know your email settings
o Back up your data online
o Do the most sensitive tasks from your own devices and accounts

Courtesy: www.google.com

Facebook Messenger- Highlights and views

Excerpts from the article on 'Facebook Messenger'

"Now that Facebook has pushed their new Messenger app on the public, some semi-scary info has come out
in the form of what the app actually has access to. It also highlights iOS’ security model vs. Android’s security
model.

| won’t cover each item in great detail, as that can already be found here.

Also, before | loudly proclaim what | already assumed, | checked with my friend Bill, an Android enthusiast
with no bias toward or against iOS. | can always count on him to tell me like it is with Android, without the
bashing. *I* may bash things | don’t like about Android, but | also don’t want to turn into a typical Windows
user who bashes the Mac’s made-up faults (or faults that might have existed in 1995).

So, let’s start with the easy part — Android. Android’s security model is simple. When you go to download
something, you’re provided with a list of items the app wants access to. You have to agree to that. It's an
“umbrella” agreement, meaning a yes is a yes to all. It now can do many of the things in
that scary Huffington Post list. The end. The way to avoid the problem is to not download the app..."
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Read further at: http://taketotask.wordpress.com/2014/08/08/facebook-messenger-highlights-ios-security-
vs-android-security/

How to Make Your Entire Internet Life More Secure in One Day

Here are some tips:

ok wnNpE

Encrypt Your Email

Encrypt Your Chat Conversations
Use Secure Backups and File Syncing
Hide Your Web Traffic

Use a Password Manager

Use Two-Factor Authentication

Refer: http://lifehacker.com/how-to-make-your-entire-internet-life-more-secure-in-on-
1348598911?utm_campaign=socialflow_lifehacker_facebook&utm_source=lifehacker_facebook&utm_medi
um=socialflow

Murphy's Laws of Computing

c:

i
i

When computing, whatever happens, behave as though you meant it to happen.

When you get to the point where you really understand your computer, it's probably obsolete.

The first place to look for information is in the section of the manual where you least expect to find
it.

When the going gets tough, upgrade.

For every action, there is an equal and opposite malfunction.

To err is human . . . to blame your computer for your mistakes is even more human, it is downright
natural.

He who laughs last probably made a back-up.

If at first you do not succeed, blame your computer.

A complex system that does not work is invariably found to have evolved from a simpler system that
worked just fine.

The number one cause of computer problems is computer solutions.

A computer program will always do what you tell it to do, but rarely what you want to do.

Some new definitions of Virus

DISNEY VIRUS --Everything in your computer goes Goofy.

ARNOLD SCHWARZENEGGER VIRUS--Terminates some files, leaves, but IT WILL BE BAAAAAAAK.

MIKE TYSON VIRUS --Quits after two bytes.

http://cysi.in
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Preface: This article discusses the definition of cyber crimes briefly on how the I.T. Act deals with cyber
offences and focuses in a nutshell, the special features addressed in the Amendment Act 2008 to make it
more comprehensive as an improvement over the original Act. The role of digital evidence in India and the
significance cyber forensics plays in an offence is also addressed.

Cyber Crime is not defined in I.T. Act or in any other legislations in India. To put it in simple terms any

offence or crime in which a computer is used is a cyber offence or a cyber crime. Interestingly, any offence
from a petty one like stealing or pick-pocket upto the heinous crime of terrorism and massacre can be
brought within the broader purview of cyber crime if the basic tool for data storage or other material used
(or misused) in the crime is a computer or an electronic gadget. The L.T. Act defines a computer, computer
network, data, information and all other necessary ingredients that form part of a cyber crime.

Recognition of electronic records is a major accomplishment of L.T. Act 2000 and a significant step in the
Indian Legislature and e-commerce and of course, e-governance. In fact, this recognition is perhaps one of
the reasons that led to the phenomenal growth of e-commerce, increased thrust in Internet Banking and
proliferation of Internet users in India, all of them getting a confidence that there is digital evidence and
legal recognition for all the records and transactions in cyber space.

The Information Technology Act was passed in June 2000 and was made effective from 17 October 2000 and
was subsequently amended by vide I.T. Amendment Act 2008 notified on 27 October 2009. The Act defined
some basic concepts of cyber crime like data theft, cyber security, digital signature etc, some cyber crimes
were analyzed in a nutshell with punishments stipulated for them and the powers of investigation officers
too were detailed in brief.

The IT Amendment Act 2008 amendment made information security, technology-neutral by replacing digital
signature with electronic signature besides listing out some more cyber crimes like Child Pornography, Cyber
Terrorism etc. Another major step in the amendment is recognition of Computer Emergency Response
Team — India (Cert-In), coming under the Dept of Information Technology, Ministry of Communication and
Information Technology as the official national agency with specific monitoring powers.

Data Theft is an e-offence dealt with in the earlier Act and in the amended version also. Earlier, in Sec 43 it
was penalty and now after the amendment, it is ‘penalty and compensation’ A new section has been
inserted in IT Amendment Act 2008, Section 43-A on the responsibility of body corporates for compensation
for failure to protect data and the concept of ‘reasonable security practices’ has been included, describing
what is gaining in significance these days “sensitive personal data or information”. This is an important
provision to protect information from unauthorized access, damage, use, modification etc fixing the
responsibility on the part of corporate firms.

The next major contribution in the area of civil offences and damages for data theft is the “Powers to
Adjudicate”. The IT Secretaries of state governments are generally the designated Adjudicating officers
under the Act. Victims of data theft, seeking (financial) compensation as a civil remedy
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may approach the IT Adjudicating Officer of the state who is vested with the powers of a Civil Court as per
the Civil Procedure Code with all proceedings under him deemed to be judicial proceedings within the
meaning of Sections 193 and 228 of Indian Penal Code. In practice, however, till date only very few cases
have been decided and orders passed by the IT Adjudicators. Maybe lack of awareness of victims about
such an avenue open for them, lack of time for the adjudication related activities, reluctance to enter into a
pure judicial process and dealing with legal practitioners etc are all the reasons for the less number of cases
disposed so far.

Earlier hacking was defined in Sec 66 in the original Act of 2000 as an offence. Now after the amendment
vide ITAA 2008, data theft of Sec 43 is being referred to in Sec 66 by making this section more purposeful
and the word ‘hacking’, however, is not used. This has dispensed with the anomalous situation of hacking
being termed as an offence in the Act and ‘ethical hacking’ being taught as subject in many computer
schools. Otherwise, this led to a situation of concerned citizens asking how can an offence (referred to as
‘hacking’) be a subject of learning with the word ‘ethical’ prefixed to it. Stretching this a little far, it may
amount to legalizing courses on ‘ethical burglary’, or ‘ethical assault’ etc if the course contents are going to
be self-defense mechanism to protect one from physical assault!

Now the amended Sec 66 deals with different computer offences of data theft with the usage of words
‘fraudulently’ and ‘dishonestly’ as used in the I.P.C. itself. Scope of this Sec 66 has been exhaustively
enhanced by coverage of ‘cheating by personation’, ‘identity theft’ etc. Cyber Terrorism is an additional and
significant inclusion with punishment stipulated as imprisonment for life.

Section 66A deserves special mention here. Though this section deals with sending offensive messages
through communication device, quite often we hear news items of Police arresting persons for posting
messages in social networking sites like Facebook which are offensive. Sometimes, an opinion expressed
even a truthful statement, may be offensive to the affected person and he/she may prefer a complaint with
the police seeking action under this section. This section is often criticized to be infringing upon the
freedom of right to expression and on this basis, the validity of this section itself has been questioned and
writ petitions have been filed in High Courts.

To be concluded. . .. By V.Rajendran - venkrajen@yahoo.com

Note: This article was written by Mr. V.Rajendran, President, Cyber Society of India and the same was
published in Defence and Security Alert- a high quality publication focussing on national security issues
through insightful and analytical writing by top experts in the relevant fields.

The concluding part of this article will be published in the next issue of this newsletter.
Quote Corner:

“The fantastic advances in the field of electronic communication constitute a greater danger to the privacy

|II

of the individual” — Earl Warren
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CySI Events!

Workshop at Saveetha School of Law, Chennai

UL | [ | Cyber Society of India (CySl) was invited by Saveetha School of Law,
&S‘%W & Chennai to conduct a day long workshop on "The Realities and
o T A AL v v Challenges of Cyber Crime and Cyber Security in India".

CYBER SECURITY IN INDIA"

H Wi
& e The workshop inaugurated with an enlightening speech by Mrs. Letika

,,:::,.:... m:;;;:... Saran, I.P.S., Retired Director General of Police, Tamilnadu, on 27-
Ny June-2014, was well attended by the law and other students of
[T | Saveetha University.

CySl was well represented by the team of M/s V. Rajendran, S.N.Ravichandran, P.N.A.Shankar Kumar and
V.Kapaleeswaran.

Mr. Rajendran spoke on Data Privacy, Information Security while Shankar Kumar explained about Banking
and Electronic Channels. The afternoon session on 'Information Technology Act 2000 and Evidentiary issues
& Cyber Forensics" by Mr. Ravichandran was well received and the redeeming feature of the day was the
constant interaction of the participants with the lecturers, that kept the day live and moving on. The daylong
event concluded with a detailed Interaction.

Workshop on 'Cyber Security- a wider perspective" at Chennai

Cyber society of India organized a workshop in Chennai on "Cyber Security: a wider perspective " as part of
its continuing efforts on improving awareness.

" The event sponsored by 'Consulsys, Chennai' was held

at the Cosmopolitan Club, Chennai, on the
22nd July, 2014 and was well attended and
represented from the cross-section by people from
the IT industry, banking, practicing professionals and
others, to name a few. The press corps that was in
attendance through the event was keen on and got the
inputs from the guests and organizers on the topic of
discussion, for the day.

Chief Guest of the evening, Mr. Richard Marshall,
Information Security Consultant and CEO, S-SES

consultants, USA enthralled the audience with an insightful lecture on the emerging global scenario of cyber
crimes.

Earlier, Mr. Sankara Bhagham, Business information Security officer from Citibank enlightened the attendees
with his experiences across the globe on the subject of "Internet Intelligence" and the learned audience was
all appreciations for the knowledge shared.
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Dr. T. V. Gopal from Anna University eloquently explained on "Cyber security- mathematical challenges"”,
providing a different perspective of the issue on hand.

It was an event which was attended in huge numbers, organized with the wholesome cooperation from
dedicated members of CySl and well relished by the attendees. CySl endeavors to conduct more such
sessions in the days to come, to educate and update the knowledge of general public against cyber
insecurities.

Quote- One for the road
AfiMan is a sl ow, sloppy, and brilliant thinker;

Computersare f ast, accurate, and stupid. o
& John Pfeiffer

Cyber Security

is everyone's

responsibility...

Protect your information
at home and at work!

Pictures are added to the articles of this ezine for effective reading/ understanding. Most of the pictures are
taken from Internet. Our editorial board wishes to convey its thanks for the courtesy of whoever has taken
strains to draw and uploaded the pictures.

This ezine and all the previous issues, as well, can be read from our web-site http://cysi.in/.
The contents in this ezine are meant for sharing of knowledge and hence readers are requested to circulate
this ezine in full or in part to anyone they like. Readers may acknowledge CySI while reproducing the

articles or any part thereof.

Readers are requested to send their feedback, articles, jokes, etc., to editor@cysi.in.

Neither CySI nor the members of the Editorial Committee/ Board owns any responsibility for the views
expressed by the authors in the articles. The views expressed are the concerned author’s individual views
only. For any further clarification on any of the articles or stories in this eZine, kindly contact the author
directly or email editor@cysi.in

Editorial Board
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